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______ Motivation Distance Metrics Regression Models Comparison
* The Problem: Reverse Engineering of IC.
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* This Work: Quantify the level of control flow obfuscation

- Given the original circuit and the Gradient |
obfuscated circuit. ragalen e MISE: 0.009454689

- Return a distance metric representing Boosting * Normalised MSE: 0.451090645
the level of obfuscation. | |

e MISE: 55557.246338
e Normalised MSE: 2650679.68

Approach

Original Circuit (Verilog code)

| : e Bayesian « MSE: 0.011162687
(AutoSHOT ) m M Ridge e Normalised MSE: 0.532580563
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J’ * Some distance metrics (e.g., Hamming, Euclidean,
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Manhattan, Chebyshev, Minkowski) show decreasing

\/ distances from the raw data as the obfuscation effort is
input - Outpyt Sequences increased, which contradicts our expectations. However,
Y : :
@orizontal Stacking they beh.ave as expected (mcreased distance as
. obfuscation effort increases) in the PCA transformed data.
v S S S B B S NE JANE T R * Other distance metrics like Kulsinski, on the other hand,
C e ) , . exhibit trends that match our expectations on both raw
Where b is the number of obfuscated bits.
! and PCA transformed data.
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o obfuscation) was obtained in circuits at lower obfuscation
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