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Types of Attacks
Non targeted Fast Gradient Sign Method

Defense Algorithm

GAN Discriminator

Random Resizing And Padding

 



Types of Attacks

Targeted Fast Gradient Sign Method

Defense Algorithm

Denoising features
● feature guided denoiser 
● logits guided denoiser 
● class label guided denoiser

Max Mean Discrepancy  training

Capsule Networks



Types of Attacks

Non targeted One Pixel Attack

Minimize(P(true)) Maximize(P(other))

Targeted One Pixel Attack

Maximize(P(target))

Defence Algorithm

Ensemble Adversarial training

Momentum Matching

Differential evolution on Ackley function



Results 

FGSM 

T-FGSM



Results- One pixel attack and Targeted one pixel attack



Comparison IncpV3 v/s Adv_IncpV3 



Experiments and Results
● VGG16 - for feature extraction from pure and adversarial images
● Plot the extracted features to show contrast between the above two classes

Fig 1: Contrast for FGSM-T Attack Fig 2: Contrast for FGSM Attack
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